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1. OBLIUE [TOJIOKEHW I

1.1. Hacrosmas namsTka pazpaborana B cootsercTBuH ¢ [lonoxkeHneM banka Poccun ot 17
anpens 2019 r. N 684-I1 «O0 ycranosieHnu 0683aTeIbHBIX 718 HEKPEAUTHBIX (UHAHCOBBIX
opranusaumii TpeboBaHuil K O00ECHCHEHMIO 3aLIUTEL uHpOpMALMH PH  OCYIICCTBICHHUH
nesTenbHOCTH B cdepe (MHAHCOBBIX PBIHKOB B LENSAX NMPOTHBOACHCTBUS OCYIICCTBIICHUIO
He3aKkoHHBIX (DHHAHCOBEIX onepauuiiy s kanentos OO0 MKK «3aiian 3a 3aiiMoM».

1.2. Hacrosmme mamsTKa pasMemaercs B Mectax okasanus yeayr OOO MKK «3aiinn 3a
JaitmMoMy, B ToM uncie Ha opuimansiom caiite 000 MKK «3aiim 3a 3aimomy.

2. OCHOBHBIE ITOHATHAI
21, HPO — 000 MKK «3aiian 3a 3aiimomy. sBIsIOlIEecs HeKPEJUTHOH (HHAHCOBOH
opraHM3alMen, OCYIIECTRISIOIEH (HUHAHCOBRIE Onepaund B COOTBETCTBHH €O CT. 76.1
®egepanboro sakona ot 10 mroms 2002 r. N 86-03 "O LlenTpansHoM Oanke Poccuiickoi
Menepauun (banke Pocenn)".
2.2.  KameHT — TpeThe JHIO, B OTHOLIEHHH KOTOPOTO OCYIIECTBJSIOTCS MEpBI MO 3alHTe
undopMAaIHK, TIOTY4aeMOol, MOAroTaBIMBACMON, oGpabaTeiBaeMoii, epeaBaeMoi 1 XpaHHMOH
B aBTOMATH3HPOBAHHBIX CHCTEMAX, HCTO/Ib3YEMbIX HDO.
2.3. BpeaoHOCHBIH KO - TIPOTPaMMHBIL KO, MPUBOISIIIHH K HApyIICHUIO IITATHOrO
()YHKUHOHMPOBAHUS CPEJICTB BbIUACIUTE/IbHOH TEXHHKH.
2.4,  VcTpoicTBO — CPEICTBO BBIYMCTHTE/NBHOI TEXHMKH, MCIOJIB3YEMOE KIMCHTOM H
OTIeeHHOe OT ABTOMATH3MpOBaHHOH cuctembl HPO, B KOTOPOH COACPIKATCS 3alllMIIacMadt
urdopMmanms ¥ KoTopoe Hcrnombsyercss KIMEHTOM ¢ UE/bio OCYUICCTBICHHI (prHAHCOBLIX
onepatuii (MOOHJIBHBIH TeseOH, MEPCOHATBHbIH KOMIBIOTED H T.JL.)
2.5. HecaukUMOHMPOBaHHBIA JOCTYNm — J0CTyD K yHpopMalMu MM ICHCTBHA
nndopmameif, Hapymaioume Ge30nacHoCTh samiaenmoil  mHpopManuH, ¢ LEJIBIo
ocyllecTBIeHHs  (DMHAHCOBBLIX — Omepauuii  JIMlIamMu, He o0OjafalolUMy  [IpaBoM  MX
OCYULIeCTBIEHHUS.

3. LIEJIV U TTOPSIJIOK TPUMEHEHUS MEP
3.1. Hacrosasa namsTka pazpadoTana B CIeTyOIHX HEeNaxX:
3.3.1. Unpopmuposanne  Kmuenros HPO o BO3MOKHBIX  pHCKAX MOJy4eHHUs!
HecanKIHOHHPOBAHHOrO 0CTYNA K 3alllHllaeMoil MH(pOpMALnH C HEIbI0 OCYUIECTBICHHA
(pMHAHCOBBIX OMepaluii TMuamMy, He 00IafaroIMMHU IPABOM HX OCYIICCTBICHUA,
3.3.2. Hudopmuposanue KnuenToB H®O 0 mepax o npeJ0TBPAIIEHHIO
HecaHKIMOHMPOBAHHOrO JOCTYNAd K 3alMIaeMoil MHQOPMALHH, B TOM HHCIC IPH yTpare
(notepe, xuurenun) Kiuentom YCTpoHcTBa, ¢ MCMONB30BAHHEM KOTOPOTO UM COBEpLIATNCDH
feHCTBUS B LEISIX OCYIIECTBIeHHS! (PHHAHCOBOH Ornepalnm;
3.3.3. Unpopmuposanue Kinentos HOO o mMepax no KOHTPOIO KOH(QUrypanuu YCTpoicTBa,
¢ HCMOJB3OBAHMEM KOTOpOro KimeHTOM cosepliaioTes ACHCTBHA B LEMAX OCYLICCTBIACHUA
(huHAHCOBOIl ONEpaluu; . :
3.3.4. Wndopmupopanue Krnentop HPO o Mmepax no CBOCBPEMCHHOMY 00OHapyKEHUIO
BO3eiicTBUA BpenonocHoro Kkoaa:
3.3.5. Wndopmuposanue Krmuentop HPO o pexomMeHpaumsx Mo 3alluTe uHdopmaunn ot
BO3/1eiICTBHS NPOrpaMMHBIX KOJIOB, IPUBOALIMX K HAPYHICHHIO LITATHOTO (YHKIMOHHPOBAH U
CpPeiCTBA BBIUMC/TUTENLHON TEXHHKH, B 1E14X NPOTHBOJCHCTBHS HE3AKOHHBIM (hMHAHCOBLIM
oreparmsaM.



3.4.  MunuMu3aLMs PHCKOB MOTy4YeHHs HecaHKIUMOHMPOBAHHOrO JOCTYNa K 3alHIIacMOH
uHGOPMALHH JIOCTUrAaeTes MyTeM KOMIUIEKCHOTO Mmoaxoaa: Kak co ctopoHbsl HPO, tak u co
croponbl KnueHra.

3.2 H®O npuruMaeT Mepbl MO 3amiMTe HMHQOPMAUMKM B COOTBETCTBHM CO CBOMMH
BHYTPSHHHMU JIOKYMEHTaMH.
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3.3. KinueHT npuHMMaer Mepsl 1o 3amuTe WHOOPMAlUHH B COOTBETCTBHH C HacTosIIen
NaMATKOMH.

4. BO3MOXHLIE PUCKU TTOJTYUYEHNW S HECAHKIIMOHUPOBAHHOI'O JIOCTVYIIA
K 3AIIMILAEMON MHOOPMALIMN

4.1, K obmum npHYHHAM BO3ZHHKHOBEHHS PHCKOB MonydeHHs HecaHKUHOHMPOBAHHOIO
Jocryna K 3aluniaeMoi nH(opManuy OTHOCATCS:
4.1.1. Heorpanu4eHHBIH 10CTYIT TPETHHUX JHIL K Y CTPOHCTBY;
4.1.2. HeorpaHuueHHBI JOCTYNn TPeTBHX nuil K WHQOPMALMK O nNaponsx M JIOFHHaX,
HCTIOB3YEMBIX U151 BXOA B HH(OPMALIHOHHEIE PECyPChI;
4.1.3. HecobGmonenue  pexuMa KOHQOHASGHUHATLHOCTH B OTHOUIEHHM  3allUINAeMOH
nH(GopMaLui B HHOOPMALIHOHHO-TEIEKOMMYHUKALMOHHOI ceTn «MHTepHeT?;
4.1.4. ¥Yrpara (noreps, xuutenue) Kinentom Yerpolicrea;
4.1.5. OrcyTcTBHE HAANEKALIETO MPOTPAMMHOr0 00eCeYeH A,
4.1.6. OTCyTCTBHE HANIEXKAUIETO AHTHBUPYCHOIO POrpaMMHOro o0ecreYeHus;
4.1.7. HecobOmonenne KnmeHTOM pexkoMmeHJIaUWi HacToduied mNamMiATKA [0 3aluTe
HH(pOpMaLIHN.
4.2.  TlepeueHb NpHYHH BOSHMKHOBEHUS PHCKOB MoaydeHns HecaHKunoHHpoBanHoro noctryna
K 3amuiaeMoii wHpopMauuu, onpenesieHHslii n. 4.1 HacToAlIeH MaMATKH, HE SBIACTCH
ycuepnbIBaoUM. [IpHYKHBEI BO3HHUKHOBEHHMsI PHUCKOB MojaydeHus HecaHKIMOHUPOBAaHHOIO
JIOCTYIA K 3aurinaeMoii HHpOpMallui 3aBHCAT OT KOHKPETHOH CUTYaIluH.

5. PEKOMEHJALIMHA 1O ITPUMEHEHWIO MEP I1O IMTPEJOTBPAILEHHUIO
HECAHKLIMOHNPOBAHHOI'O JOCTVYIIA
5.1. B uensx npegorspaiieHus HecaHKIMOHHPOBAHHOrO JOCTYNA K  3alluiiaemMoit
uHdopmManMu, B TOM uucie npu yrpare (motepe, xuuenuu) Kmuentom VYcertpoiicrsa, ¢
HCTIONB30BAHHEM KOTOPOrO MM COBEPLIAIMCH NCHCTBHA B LEJAX OCYINECTBICHHS (PHHAHCOBOM
onepauun, HPO pexomeHayer:
5.1.1. OrpaHH4uTh JOCTYMN TPETHHX JIHUI K YCTPOHCTBY, B TOM YHCIe:
— He OCTaB/ATH Y CTPOHCTBO 0€3 NpUCMOTPa;
— He nmepenaBaTh Y CTPONCTBO TPETHUM JIHIIAM.
5.1.2. OrpasMunTbL ZOCTYI TPETHHX MHIL K MH(OPMAIMHE O NMapossxX H JOTHHAX, HCTIONB3YEMBIX
JUIs BXOJa B MHOPMAIIHOHHBIE PECYPCEL, B TOM YUCE:
— HCMOIB30BaTh MapoJld, COCTABIEHHbIe M3 OYKB PasAMYHOrO PerucTpa, UUQp U 3HAKOB
npernuHaHus; ‘
— HCMOMB30BATh pPA3Hble MAPOMH M JIOTHHBI AN BXOJAa B pasHble HHPOPMALHOHHEIE
pecypesl:
— XPaHHTb JOTHHBI U MAPOIIH B TaliHE OT TPETHHUX JIHIIL;
— HE 3ANUCLIBATL M HE XPAHUTH JOrHHBI U MApOTH 4715 BX0Ja B MH(OPMALIMOHHBIE PECYpPChl
Ha OYMaKHOM HOCHTEIIE!



_ 4e mMcmonB30BaTh (YHKIMIO 3aMOMUHAHHS JIOTHHA M mapojis Tnpd  BXoae B
uH(pOPMAIHOHHBIN PECYPC;
—_ He WCIONB30BATh B KAuecTBe Mapojd HMena, MaMATHBIC naTel, HOMeEpa TeaepOoHOB H
APYTyI0 HHHOPMALIHIO, KOTOPas MOKET GLITH MOJdy4YeHa TPETHHMH JIHIAMH.
51.3. CobmoxaTh peXxuM KOHPHACHUMATLHOCTH B OTHOLLICHIM 3alliiaemMoii nndopMalny B
HH(bopmaunonHo-renelcommyunxaunonﬁoﬁ ceti «VIHTEpHETY», B TOM YHCTIE!
— orpaHH4MBaTe  JOCTYm K VerpoiictBy — pecypeam B nHpOPMALHOHHO-
TeeKOMMYHHKALMOHHOM creTeMe «MHTepHeT:
— HCHONB3OBATH TONBKO HAAeKHBE pabouue nopraibl A uH(OpMALHOHHOr0 00MeHa B
HH(]]O}‘JMHL[HOHHO-T&J‘IEI{O.\-iMyHHl{aLlHUHH(}rl cetn «nTepueTy:

| — NpOBEpSITH A/IPEC AMEKTPOHHOH MOYTEI OTHPABHTEIA mepeji MPOCMOTPOM MHUCHMA;
— BHMMATEJLHO aHAIM3UPOBATE CCHUIKH,
— He OTKpbIBATH NHCbMa W BJIOJKEHHS K HIM, [Oy4YeHHbIE 10 SMEKTPOHHON MouTe, OT
HEeN3BECTHBIX OTIPABATENICH;
— He TepexOANTb TO AKTHBHBIM CCBLIKAM, [OJTy4eHHbIM 110 3IeKTPOHHOH MmovTe, OT
HEW3BECTHBIX OTIIPABHTENEH]
— He paspewiaTb  JOCTYM  TIPOrpamMMan, ckauuBaeMbiM M3 MH(OPMAIHOHHO-
TeexoMMYHHKaIHOHHOM ceTh «VIHTepHET». K H3TMILHEH HH(pOopMAalliH;
— he NOAKMIOUATHCS K MyOnMuHbIM OecmpOBOAHEIM - CETHAM Wi-Fi, HesamuIIeHHbIM
OeCIIPOBO/IHBIM CETSAM.
5.1.4. TlpenoTBpaTuTh HecaHKIMOHUPOBAHHBIH A0CTYIl K samuinaeMoit HGoOpMauuH MpH
yrparte (rorepe, X mennn) Knnentom YeTpoiieTsa, B TOM HHCIC:
—_ He3aMeTHTEIbHO COOBUIATE O (aKTe YTpaThl Verpoiicrsa HOO:
— HezaMe/UTHTeNIBHO COOOLIMTH CBOEMY OTIEpaTopy coTOBOIl cBs3 O (akre YTpaThl
Verpoitetsa 1 3a0J10KHPOBATH SIM-kapry:
— 0GpaTHTHCs B [IPABOOXPAHUTEIBHEIE OPTaHbl.
52, B nensx KOHTPOIs KOH(HIypalin YerpoiicTsa, ¢ HCNOIB30BAHAEM KOTOPOTO KnueHTom
COBepLIAIOTCS ASHCTBHA 1O OCYLIECTBICHUIO (prHaHCcOBOI OnepaLnH, H®O pexkoMeHIYET:
52.1. YcTaHOBHTH COOTBETCTBYIOLIEE TPOrPAMMHOC obecrieueHue, B TOM HHCIIE
— OCTAHOBHMTH CBOIi BHIGOP HA JTHLEH3MOHHOM [POrpaMMHOM obecrieueHiu;
— CBOEBPEMEHHO YCTAHABIIMBATH AOCTYIHBIC OGHOBJICHHS OTIEPAIOHHOMN CHCTEMBI;
— 3arpyKaTb W YCTaHABINBATDH mporpamMmHoe oOecriedeHHe TOIBKO M3 IPOBEPEHHBIX
UCTOYHHKOB.
53. B uensx CBOEBPEMEHHOIO oBGHApYKEHIsA BO3LEHCTBHS Bpe/1oHOCHOr0  KOZA H®DO
peKOMEHJIyeT:
| 5.3.1. YCTaHOBHUTH COOTBETCTBYIOLLEC AHTHBHPYCHOE TMPOrpaMMHOC ofecrnieyenue, B TOM
qHcIe:
| — YCTAHOBUTb AHTHBHPYCHYIO 3AILUTY;
: — YCTAHOBHThH ABTOMATHYCCKOE OGHOBJIEHHE AHTHBUPYCHBIX 0a3; *
" — OCYLIECTBIIST PEryIAPHLIH KOHTPOIb AHTUBUPYCHO# 3aLHTHL
5.3.2. CobmoaaTh peKOMEHIALNH HACTOALICH MAMSTKH 110 3alluTe HHQOPMALHH.
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